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END-TO-END CONNECTION PACKET LOSS DETECTION ALGORITHM USING 
POWER LEVEL DEVIATION 

FIELD OF THE INVENTION 
5 The present invention relates to communication networks, and in particular to 

using a signal with power level variations to detect packet losses in communication 
networks. 

BACKGROUND OF THE INVENTION 

1Q Packet switching networks transmit digital information between sources and 

destinations known as end points. The end points can be directly connected to the 
packet network or they may be indirectly linked through an intermediary non-packet 
network such as a local loop of a telephone network. When the end points are 
directly connected to the network, a source end point creates packets, each packet 

15 having a data portion and a routing information portion. The packets are then 
X transmitted to an input port of the packet network. Similarly, end points that are not 
directly connected to a packet network transmit non-packetized data which is 
subsequently packetized at an input port of the packet network. 

The packet network includes a plurality of interconnected nodes which 

20 receive the packets in succession; and based on the routing information within each 
packet, each node selects a path to another node or a network output port. As 
packets traverse a packet network from input ports through intermediate nodes to 
output ports, they may become unusable or lost. In general, congestion at network 
nodes is a main cause of packet loss. As buffer space is quickly used up at the 

25 nodes, an overload condition may occur, resulting in either a delay in transmission or 
loss of data. 

From the standpoint of the destination end point, packet loss causes 
inaccuracies in the data signal stream received from the source end point. In some 
cases, when packets are dropped, the received data stream reveals a gap in the 
30 received signal, which is easy to detect. In other cases, packets may be 

immediately substituted for the unusable packets, concealing the packet loss. The 
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substitute packets may be the last usable packet or a new packet may be generated 
according to an algorithm that uses information from the last packet and possibly the 
next packet to estimate the lost data by interpolation. 

To improve the quality of data transmission in packet networks, techniques 
5 have been developed to identify packet loss. One technique uses packet monitoring 
systems connected to nodes of the packet network to transmit special packets to 
measure packet loss. In another technique, packet loss is detected by monitoring 
normal packets in the network and checking the sequence numbers of the packets 
to determine if any packets have been lost. These techniques require access to the 
1 0 packet network being evaluated and suffer from the further disadvantage that they 
may not identify packets lost after the point at which they are connected to the 
network. As a result, they may not provide a fully accurate measurement of end-to- 
end network performance. 

15 SUMMARY OF THE INVENTION 

The present invention provides a method for detecting total end-to-end loss of 
data packets in a packet network that does not require direct access to the packet 
network. A test signal is generated at a source indirectly coupled to the packet 
network. The test signal is transmitted over the packet network to a destination also 

20 indirectly coupled to the packet network. At the destination, a modified test signal is 
received and examined to detect irregularities and then processed to determine 
whether the irregularities in the recorded signal represent packet loss. 

The method according to the present invention further provides that the test 
25 signal includes repeating sections, with each section including a limited number of 
segments. The length of each segment is arranged to equal the packet size used by 
the packet network. If the packet size is unknown, the length should be equal to the 
smallest packet size typically used. In IP networks which support voice traffic, a 
frame of speech, usually a 10 ms sampling, is typically encoded into the data bits of 
30 a single packet. The 10 ms time period is chosen as a trade-off between limiting the 
amount of in-network delay added to the call, while maximizing the data bits included 
in each packet. The length of the repeating section is arranged to be large enough 
so that packet loss concealment methods will not be able to extract the actual power 
level of the lost packets from the packets before and after the lost packets. The 
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signal is also designed so that the encoded average power level of each segment is 
detectably different from average power levels from each of the other segments in a 
given section. In an implementation, the segment length is set at 10 ms and the 
section length is set at 40 ms. 
5 In a particular embodiment, expected power levels for each segment in the 

repeating sections of the test signal are calculated. The power level of each 
segment is compared with its expected power level, and a difference between the 
two levels is obtained. If the difference is greater than a threshold, packet loss is 
detected. The threshold is chosen based on the fluctuations of the power levels on 

10 the network. 

The source and destination end points of a telephone network, such as 
customer premises equipment, and the test signal may be implemented as an 
5 analog or digital signal customarily transmitted over a telephone network. 

•J The present invention also provides a device for generating a test signal used 

15 for detecting total end-to-end loss of data packets in a packet network. The device 
includes a signal generator configured to generate a test signal having repeating 
sections of segments. The device includes a transmitter adapted to be indirectly 

>. coupled to a packet network. 

■ 2 Additionally, the present invention provides a device for detecting total end to 

20 end loss of data packets in a packet network. The device includes a signal receiver, 
~ a recording unit for recording test signals received by the receiver, and a processor 
configured to analyze the recorded test signal, to determine if packet loss occurred 
during transmission of the signal through the packet network and to report test signal 
packet loss statistics. 

25 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows an end-to-end communication system according to an 
embodiment of the present invention. 

FIG. 2 shows the amplitude of a portion of an original test signal according to 
30 an embodiment of the present invention. 

FIG. 3 shows a graph of a recording of the test signal shown in FIG. 2 after 
being transmitted through a packet network. This graph shows a period where 
packet loss has occurred and the lost packets are concealed by playing the last 
good packet repeatedly. 
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FIG. 4 shows another recording of the test signal shown in FIG. 2 after being 
subjected to packet loss in the packet network, according to an embodiment of the 
present invention. 

FIG. 5 shows a flow chart of the packet loss detection method according to an 
5 embodiment of the present invention. 

DETAILED DESCRIPTION 

In accordance with the present invention, a test signal, containing repeating 
segments of data, is generated at a source end point and sent to a destination end 

10 point through an intermediary packet network. At the destination end point, the test 
signal is received, then recorded and processed to determine whether packets of 
data from the original signal were lost in transit in the packet network and, if so, 
where in the signal the packet loss occurred. During processing, a signal correlation 
method is used between the received signal and a small portion of the start of the 

15 original signal to find the exact starting point of the received test signal. From this 

start point, the power of each segment in the received test signal is calculated based 
on the amplitude of the signal. Based on the median power of several segments of 
several sections, the expected power pattern is detected. Each segment's power 
level is compared with the expected power level of the pattern from the start point. If 

20 the difference of the actual power and the expected power exceeds a threshold for a 
given segment, packet loss is deemed to have occurred at that segment. 

FIG. 1 is a schematic illustration of a network system through which a 
voice/data test signal may travel from a source end point to a destination end point. 
Source endpoint 10 is an exemplary residential or business unit equipped with a 

25 personal computer 12 and a telephone 13, each coupled to a telephony interface 15. 
The interface 15 may be a RJ-1 1 jack, providing a DS-0 connection for the 
telephone 13 and either a DS-0 or DS-1 connection for the PC 12. The PC 12 may 
include a sound card having digital signal processing capabilities. Either the PC (via 
the sound card) or a separate test signal generator 16 generates a test signal 

30 directed to a designated destination end point 50. The specific properties of the 
original test signal are described below. If the PC 12 is used to generate a digital 
test signal, during the generation of the signal, a voice codec, such as G.71 1, the 
ITU-T standard algorithm for transmission of PCM voice at bit rates up to 64 kbps, is 
used to encode the voice information into the signal, which is then transmitted 
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digitally through the telephony interface 15 through the local loop 20 to a local switch 
24. Alternatively, if the test equipment 16 or the PC 12 are used to generate analog 
test signals, voice encoding is performed within the telephony network at a local 
switch 24 or Gateway 28. The local switch may be, for example, a class 5 switch 
5 operated by a local exchange carrier. From the local switch 24, the test signal may 
pass through various other nodes and switches within the PSTN before reaching the 
Gateway 28. 

At the Gateway 28, the signal, made up of a continuous bit stream of data, is 
packetized. The Gateway 28 generates packets using IP (Internet Protocol) or ATM 

1 0 (Asynchronous Transfer Mode) format depending on the type of packet network 35 
used for transmission. In an IP implementation, the sizes of the packet, i.e., the 
amount of voice/data they contain, are typically between 10 and 30 ms. From the 
Gateway 28, the test signal enters the packet network 35 which includes a 
distributed set of nodes 31a, b, c, such as routers. Although only three nodes are 

15 shown, this is for illustrative purposes, and any number of intermediate nodes can 
be used in conjunction to establish a virtual path through the packet network 35. 

As the packetized test signal traverses the nodes 31a, b, c of the packet 
network 35, packets may be lost along the virtual path through the network to the 
: destination local loop 45. At the output gateway 42, the packet stream is de- 

20 packetized into a digital bit stream and transmitted to a destination local switch 44. 
The local switch routes the reconstructed signal to the telephony interface 55 at the 
destination 50. At the destination 50, either signal measurement equipment 60 
coupled to a DS-0 line attached to a telephone 59 or a signal measurement 
application running in association with a PC 58 sound card intercepts the 

25 reconstructed test signal when it reaches the telephony interface 55. The signal is 
immediately recorded by the PC 58 or by signal recording equipment 62. The 
recorded signal may be processed in real-time, concurrently with recording, or 
subsequently. To assist in the processing of the test signal, the PC 58 or the signal 
measurement equipment generates a small sample of the original source test signal 

30 in accordance with a predefined algorithm shared with the source signal generators 
12, 16. 

The test signal is designed to be sensitive to packet loss. Changes in the 
power pattern of a recorded test signal identify when a packet has been replaced. In 
one embodiment, a 1004 Hz tone is used as the test signal, but tones using other 
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frequencies or speech-like signals, such as the composite source signal described in 
ITU-T G. 168, can also be used. More specifically, the signal is designed so that the 
average power level of each packet (when the signal is packetized) is different from 
that of adjacent packets, and the number of sequential packets is large enough that 
5 packet loss concealment techniques should not be able to extract the actual power 
level of the lost packet from the adjacent packets. In an IP implementation, in which 
packets store between 10 and 30 ms of voice data (the amount of time stored being 
proportional to the number of bits in the packet), the basic unit size of the test signal 
is equal to the smallest IP packet size in units of time, 10 ms, and the systematic 

10 power level variation is 40 ms, greater than the longest IP packet size of 30 ms. 
Thus, the test signal has four distinct 10 ms segments, each having a different 
average power level, which is repeated for the duration of the signal. 

FIG. 2 shows five repetitions of an exemplary test signal according to an 
embodiment of the invention. The horizontal axis represents time in milliseconds 

1 5 and the vertical axis represents the amplitude of the test signal which corresponds to 
the signal's power level. The second repetition is divided into four 10 ms sections 
labeled A, B, C and D. In each 10 ms section, the average power level is gradually 
changed to avoid abrupt changes in the power level between the segments. Table 1 
shows the average power level of each of the four repeating segments of the original 

20 test signal. 

TABLE 1 



Segment 


Average Power Level 


A 


-30 


B 


-20 


C 


-10 


D 


-40 



FIG. 3 shows an exemplary graph of a recorded test signal after it has been 
processed using the G.71 1 codec after it has passed through a packet network. The 
30 graph shows the repeating four-segment patterns on left and right side sections 
which indicates no packet loss has occurred. The middle section of the graphs 
shows a packet loss in the form of a repeating pattern of part of the test signal (note 
that the low amplitude tail of the signal is omitted in the repeating error). In this 
particular call, a single packet loss burst occurs which begins at approximately 9.9 
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seconds and lasts 560 ms before terminating with a silence. The distortion that can 
be seen in the middle section, denoted PL1, is a consequence of the packet 
replacement technique used to conceal the packet loss. 

FIG. 4 shows a packet loss, denoted PL2, on a smaller time scale (20 ms of 
5 signal is repeated followed by 20 ms of silence) with a shift of the signal forward by 
20 ms. 

An embodiment of the signal processing method according to the present 
invention is shown in FIG. 5. After a reconstructed signal has been recorded at the 
destination end point 50 (step 1 00), the delay between the recorded file and the 

10 original source file is determined, in step 1 10, by running a correlation analysis of the 
recorded file against the small 500 ms sample of the source file generated at the 
destination end point. An initial estimate of the start of the test signal is determined 
by comparing the received signal's power to a threshold. If the sample and the 
received signal do not correlate, in step 115, the recorded signal is shifted vis a vis 

15 the source signal and a correlation of the recorded signal and the sample is 

redetermined (step 110). When the signals do correlate, in step 120, the first twenty 
(20) 10 ms segment packets of the delay-compensated recorded signal are 
calculated. Because the original signal includes repeating elements A, B, C, and D, 
the twenty calculated segments are grouped according to modified repeating 

20 segments A', B', C' and D' (step 130). Table 2 shows an exemplary sample of 
twenty calculated power levels. 



TABLE 2 



Segment 


Calculated Power Levels 


A' 


-28 


-28 


-28 


-28 


-30 


B' 


-34 


-35 


-35 


-35 


-35 


C 


-25 


-25 


-25 


-25 


-25 


D' 


-14 


-15 


-15 


-15 


-15 



In step 140, the expected average power level for each segment A', B', C 
30 and D' is calculated by finding the median value of the five samples taken of each 
segment. The rank order of the power levels of the four segments should 
correspond with the rank order of the original signal's power levels. Five repetitions 
of the signal are used to limit the possibility that packet dropping will impact the 
calculation, the assumption being that packet loss will cause variation in individual 
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power levels in either a positive or negative direction, but the median value should 
not be affected. The expected values are -28, -35, -25 and -15 for A', B', C, and D' 
respectively. In this example, the expected values differ from the original values 
shown in FIG. 2 because of loss in the packet network 35 and also because the 
5 packets used to encapsulate the test signal by the packet network do not line up 
with the segments of the signal. 

In Table 2, several of the values vary from the expected median value, each 
of these values A --30, B --34 and D --14 may represent segments where packet 
loss has occurred. Using the expected power levels taken from the twenty-segment 

1 0 sample, starting at the beginning of the recorded signal (step 1 50), in step 1 60, the 
power level of each segment is compared with the segment's expected power level. 
If the difference is greater than a threshold level, which can be chosen as an 
adjustable tolerance range of, for example, 1 dB, then packet loss is deemed to 
have occurred at that segment, and in step 1 65 is counted as a lost packet. 

15 In some cases, after a burst packet loss occurs, the recorded signal is shifted, 

and it must be re-aligned so that the next good packet is compared with the correct 
expected power level. In step 170, it is determined whether a shift has occurred; 
and if so, in step 1 75 realignment takes place. Due to the fact that the pattern 
repeats every four packets, or 40 ms, shifts of greater than 40 ms will only cause the 

20 signal to be realigned by 10, 20 or 30 ms to resynchronize the received signal with 
the expected pattern. After realignment is performed, and after a power level of a 
segment is compared to its expected value and no packet loss is detected, the 
signal is incremented to the next segment (step 190) unless the end of the recording 
has been reached (step 180), in which case (step 200) the total packet loss statistics 

25 for the recorded transmission are compiled in a report. The statistics include the 
location of each lost packet, the duration of the loss and the overall loss rate. 

In the foregoing description, the method and system of the invention have 
been described with reference to a number of examples that are not to be 
considered limiting. Rather, it is to be understood and expected that variations in 

30 the principles of the method and apparatus herein disclosed may be made by one 
skilled in the art and it is intended that such modifications, changes, and/or 
substitutions are to be included within the scope of the present invention as set forth 
in the appended claims. For example, although an exemplary segment size of 10 
ms has been used, the segment size used in the test signal can be adjusted to 
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account for variations in packet sizes used in various packet networks. Additionally, 
although a four-segment repeating pattern was described, the pattern may include 
five or more repeating segments. The specification and the drawings are 
accordingly to be regarded in an illustrative rather than in a restrictive sense. 
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